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A Standard Policy Framework for Protecting Human Rights
in Technological Era - A Legal Analysis

Dr. Ashwini Vinod Ingole
Maratwada Mitra Mandal’s Sankarrag Chavan Leaw College, Pune

“We will not enjoy security withont
development, we will not enjoy development
without security, and we will not enjoy
either without respect for human rights.”

—UN Secretary-General Ko fi Annan
Introduction:

Since theadoptionofthe Universal Declaration
of Human Rights in 1948, the international
community has sought-afier perpetuelly 1o
elaborate and refine the normative framework
inside that hurnan rights' ought to be revered.

Upon the pedestal of Human rights; the
basic aim of this work on “Legal Dimensions of
Human Rights in the Te¢hnolo gical realm™ in the
light of the UN’s initiative o develop “A magna
Carta for the Digital Age™ is to encompass the
diverse techno legal outlook of human rights
and to ensure international and domestic human
rights standards and principles that may guide
legal and policy frameworks in responding to
the fast advance of digital technology.?

The universal Declaration of Humap Right,
which was adopted by the

U N General Assembly on 10% December,
1948 has been proclaimed “ag 2 common
slandered of achicvément for all peoples and all
nations”.

“The digital age is a historic period beginning
in the 20%ecntury and characterized by the rapid
shift from traditional industry that the industrial
revolution brought through industriulization to
an economy primarily based upon information
technology™ “The use of computer within the
socicty has led to modernized information and
communication, process becoming the driving
force of social evolution”™.*

The police investigation and assortment of
non-public data and “meta™information, of
such information mistreatment new analytical
techniques, has major implications for our
right to privacy and our right to be free from
discrimination, The impact of digital technology

on to privacy is of explicit sipnificance.
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Privacy is central to our enjoyment dignity
and autonomy. It permits the expression of
individuality, facilitates, trust, relationship and
intimacy, empowers the individual against the
state and for sccuring to freedom of expression
and, to information, is enhanced. Nonetheless, it
must be recognized that advances in innovation
that bear the cost of more noteworthy access to
data likewise allow govemments, ideological
groups, and different officials significantly more
tightly control of that data. Besides, the relative
simplicity with which data would now be able to
be imparted momentarily Lo wide crowd’s uplilis
presented by the spread of broken or twisted
data, forexample disinformation.®

Headways in science and innovation have
tried a blended gill in with the assurance of
human rights, for instance, less expensive
correspondence that have advanced in the course
of the last twenty 1o thirty years have scrved
the stream crosswise over fringes of various
sorts: geological, political, modemn, and social.
along these lines the privilege to opportunity
of articulation and, most importantly, to
information, is expanded.’

As social orders develop, so too do Ihe
conditions under which human rights in some
random society can most successfully be figured
it out. Those conditions normally  change
and, now and again, extend or tum out to be
progressively perplexing.

The [nlemational human rights standards
identified with science and innovation offer g
corpus of writings which can be investigated as
far as the hidden originations of man and society
that win in the universal network at a specific
minute. In as much as logical and innovatjve
advancement meddles with life and demise, with
various kinds of social orders and networks, just
as with nature and the carth, human rights issues
which emerge from this procedure are various
and assorted. Changed exchanges have grown
universally on such issues as the privilege to
security, the start and end of life, control of the
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brain. and so forih.*

In spite of thc extraordinary measurc of
discourse on the effect of scicnee and innovation
on human rights, the regularizing reaction
coming about because of it is generally pitiful.
This investigation will follow the development
of the standardizing instruments which have
been explained to adapt to human rights issues
looked with logical and innovative advancement.

[nternational Law As A Means of
Protection Against The Abuse of Science And
Technology:

Instruments of 2 General Character

Intemational Covenants on  Economic,
Social, and Cultural Rights, as well as on Civil
and Political Rights, adopted on 16 December
1966, reiterate those rights enumerated above.

The Covenant on Civil and Political Rights
protects: The right to life (Article 6), The right
t physical and spiritual inlegrity (Article 7),
The right to privacy (Article 17), and the right to
information {Article 19).

Anrticle 7 stipulates specifically thal:

“no one shall be subjected without
his free consent to medical or scientific
experimentation.”

Article 19 adds details about various forms
of communication for receiving and ‘imparting
information, implying that freedom of cxpression
should be adapted to the conditions posed by the
advances in communication technology.

(“Everyone shall have the right to freedom
of expression; this right shall include freedom
ta seck, receive and impart information and
ideas of all kinds, regardless of fronticrs, cither
orally, in writing or in print, in the form of art, or
through any olher media of his choice.”)’

{nternational Instruments of A Specific
Character !

Scientific And Technological Progress

Under Universal Declaration of Human
Rights. the following rights would seem to
be particularly affected by scientific and
technological progress:

The right 1o life (Article 3):

Tn the scnsc that science (biology, medicine,
etc.) as well a5 technology (gene technology,
nuclear technology, ete.) can determine. or
influence birth and death. Problems poscd

(a4

V

by abortion, in vitro fertilization, embrye
transplaniation, euthanasia techniques, untested ‘
drugs, are examples.

The right to physical and spiritual integrity..
(Article S

“No one shall be subjected Io torture o
to cruel, inhuman, or degrading treatmemt o<
punishment). Use of drugs and other chemiea!
conlrols of the mind, psychological and physical
testing methods, and behaviour therapy are still
often used in interrogation.” .

The right to privacy (Article 12):

“No ong shall be subjected to arbitrary
intcrference with his privacy, family, home, or
correspondence, or to attacks upon his honour
and reputation. The developmicats in recording.
surveillance devices, personality tests, and other
communication techniques based on clectronics.
optics, and acoustics, as well as new reproduction
techniques, have considerably changed the ways
in which privacy could be protected.”

Computerized innovation can possibly give
pleasant cdges und improve social rcqults italse
presents dangers to our essential human rights.
The effect of computerized'?

Reasonable Limitations on The Right to
Privacy '

The privilegze to privacy 1snt absolute.
“At times governments will need to protect
the inlerests of its citizens and to do so may
gather intelligence to assist with the detection,
investigation and prosccution of crime, as well
as for national security™"

Individual data may Ilkcwm, be gathered
about people for research and stralegy purposes.
In such cascs point of limits may be placed on the
privilege to protection. “Unlike other provisions
of the ICCPR, the right to privacy does not
explicitly set out what limits are permissible.
However, authoritative international sources
have established principles against which
rights limiting measures can be assessed
These are the principles of legality, necessity
and proportionality”.»*Any  rights-restricting
measure that doesn’t accord with these standards
is probably going to be unlawful or subjective
and in breach of Article 17 of the ICCPR.
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1. Legality
“Unlawful interference™ with the right o

privacy means that no interference can take place
unless it is envisaged by the law™.? (UNHRC

This means that “States are required to have
in place legislation that specifies in detail the
precise cirbumstanccs in which interforences
with the righl o privacy may be permitted,
The law must be publicly accessible, clear and
precise, and individuals must be put on notice
and foresee the application of the law that limits
their right to privacy™, 1

2. Necessity

“The principle. of necessity requires that any
interference: with the Tight to privacy must be
limited to that which is strictly and demonstrably
necessary to achieve a legitimate aim and the
lest intrusive option available !

3. Proportionality

Any estimates that meddle with the privilege
o protection must be proportionate to the
goal. This includes an adjusting activity of the
advantage tried ro be accomplished against the
mischicf that would be caused to the person’s
privileges and to other contending interests,

Acrtificial Intelligence and Right to Privacy:

Accessing information accompanies its own
inquiry of "possession, protection,  security,
exactness and fulfilment, another territory of
worry with the information is jis invasion and
infringenment’ of right to protection of people.
Algorithmic transparency and logic, lucidity on
risk, responsibility and oversight, inclination
and segregation, and sccurity are ethical and
administrative inquiries that have been raised,

Reasons for The Deviopment of Legal
Protection of Data:'s

Human Dignity: The acknowledgment of the
inalienable human condition of being deserving
of regard, must not be demaged via *autonomous
innovations’,’

Autonomy: The principle of autonomy is the
“pportunity of person, It is the human obligation
fo command over and information about *self
sufficient’ framework as they should not impede
opportunity of person to'set their own gaupes and
standards and-have the. option to live 2ccording
to them.

Responsibility: *Autonomous® frameworks

| IR || dctoberznz1-.1anuaryzozz ISSN No. 2355-7424

should just be conveyed and utilized in
mannets that serve the worldwide social and
environmental good, as controlled by resulis of
deliberative vote based procedure,

Legal Equality and Solidarity: Antificial
Intelligence ought 10 add 10 worldwide equity
and cquivalent access to the advantages and
advantage that Al robotics and ‘selt-sufficient”
frameworks be beneficial to the humankind,
Prejudicial  predispositions  in informational
collections used 10 train and run AJ frameworks
ought to be forestalled or detected, revealed und
neutralised 4t the earlicst point of time.

Democracy: Key choices on the guideling
of Al advancement and application ought 10
be the after effect of Just discussion and open
commitment. A soul of worldwide co-activity
and open exchange on the issuc wil] guaraniee
that they are taken in a comprehensive, educated,
and farsighted way.

Law and Accountability: Rule of law,
access 1o equity and the privilege to review
and a fair tdal give the important structure to
guaranteeing the recognition of human rights
guidelincs and potential Al explicit guidelines,
This incorporates shielding against dangers
stecaming from ‘self-governing’  frameworks
that could encroach human rights, for example,
wellbeing and sceurity.

Sceurity,  Safey, Human Integrity
Wellbeing  and security  of ‘autonomous
framework appear in three standards (I} outer
wellbeing for their environment and clients,
(i) unwavering quality and inside power. eg.
Against hacking and (iii) passionate sccurity
with respect to human - machine collaboration.
All elements of sceurity must be considered by
engincers.

Data Protection and Privacy: During a
time of omnipresent and enormous assortment
of  information through  computerized
communication advancements, the privilege
to insurance of individual data and the correct
regard for protection are urgently tested. Both
physical Al robots that as a feature of the web
of things, just as Al softbots that work by
means of the internet must follow information
nsurance guidelines and not gather and spread
information or be run on set of inf ormation for
whose utilization and scattering nom educated
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assent has been given,

Sustainability: “Artificial Intelligence musl
be in line with the human responsibility to
cnsure the basic preconditions for life on our
planet, continucd prospering for mankind and
prescrvation of good environment for future
generations™’

INDIA:

The privilege to security is a multidimensional
idea. In present day society, right to protection
has been perceived both in the eye of the law
and in like manner speech, Article 21 secures
the privilege to protection and advances the
poise of the person. As of late there has been a
developing apprehension about the cnormous
measure of data about people held in PC records.
The privilcge to sccurity alludes to the particular
right of a person to control the assortment, use
and divulgenece of individual data. Individual
data could be as close to home intcrests,
propensities  and  cxercises, family records.
instructive  records, interchanges (counting

_mail and phone) records, restorative records

and budgetary records, to give some examples.
“An individual could casily be harmed by the
existence of computerised data about him/her
which is inaccurate or misleading and which
could be transferred to an unauthorised third
party at high speed and very little cost. This
growth in the use of personal data has many
benefits but it could also lead to problems™

The Tndian Constitution in Article 19(1)
(a) provides the right to treedom of speech
and expression, which implies that a person
i5 free to express his will about certain things.
A person has the freedom of life and personal
liberty, which can be 1aken only by procedure
established by law under Article 21. These
provisions improvably provide right 1o privacy
to individuals and or groups of persons. The
protection of an individual is additionally
verified from unreasonable arrest under Article
22 and under Article 25 the individual is
qualified for express his desires with respect to
proclaiming and cngendering any religion. The
security of property is likewise verified except
if the law so approves for example an individual
can’t be denied of his property unlaw fuily under
Article 300-A. The individual freedom in Article
21 is of the most stretched out abundancy and it
covers an assortment of rights which comprise
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the individual freedom, !mystcnj, self-rule,
human nobilily, human right, self-asscssment,
restricted  and  ensured  correspondence,
constraining intreduction of man and some of
them have been mised to the status of major
right viz. life and mdwnduﬂ freedom, right to
move unrescrvedly, the nght ta spcak frecly
of discourse and articulation, Individual and
cultural right and given insurance under Article
19. Article 21 all things considered ensurcs the
privilege lo-protection and advances the TCspect
of the person. Security ldcntlﬁus with capar:lty
to control the scattering and “atilization of one’s
close to homne data, !

Judicial Activism:
The Right to Privacy: |

Judicial activism has brought the right to
privacy within the realm of fundamental rights
by interpreting Articles 19 and 21, The judiciary
has recognised right to privacy as a necessary
ingredicent of the right to life and personal liberty.
The Supreme Court of India has interpreted
the right to lifc to mean right to dignified life
in Kharak Singh case, espetially the minority
Jjudgment of Subba Rao, J. In Gobind v. State
of M.P.11, Mathew J. delivering the mujority
judgment asserted that the right to privacy was
itsclf a fundamental right, btit subject to some
restrictions on the basis of ‘compelling public
interest. Privacy as such intcrlprctcd by our Apex
Court in ils varous judgments means diflerent
things to different people. Privacy is a desire to
be left alone, the desire to be paid for onc’s data
and ability to act frcely.

Concept of Data Protectmn'

The Information chhnqlogy Act which
came into force in the year 2000 and is the only
Act to date which covers the key issues of data
protection, albcit not every matter. In fact, the
Information Technolegy Act; 2000 enacted by
the Indian Parliament is lhc first legislation,
which contains provisions on data protection.
According to Section 2(1)(0) ol the Act, 2(1)
(o) data means a representation of information,
knowledge, facts, concepts or instructions
which are being prepared or have been prepared
in a formalised manner, aid is intended to
be processed, is being processed or has been
processed in a computer system or computer
network, and may be in any form (including

|
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. OHCHR Report, The Right to Privacy in

the Digital Age, para 22,“Guidance. on the
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the Syracuse Principles on the Limitation and
Derogation Provisions in the International
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practice of the Human Rights Committec as
reflected in its general comments, including
Nos. 16, 27, 29, 34, and 31, findings on
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20.

individual comtunications and concluding
obscrvations, regional and national case
law; and the vicws of independentiexperts.”

. UNHRC, Gencral Comment No. 16 (right to

privacy), para 3

. Weber and Saravia v. Germany, App. No.

54934/00, European Court of Human Rights,
Decision on Admissibility (29 June 2006)

. « Report of the SR on countering [errorism,

Martin Scheinin (23 Sep- tember 2014) para
51: OHCHR Report. The Right to Privacy in
the Digital Age, para 23,
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computer print outs magnetic or optical storage
media, punched cards, punched tapes) or stored
imternally in the memory of the computer.

Liability And Data Protection:

The Information Technology Act, 2000
provides, for civil liability in casc of computer
database thefl, computer trespass, unauthorised
digital copying, downloading and extraction
of data, privacy violation, ctc. Furthermorc
Section 43 provides for penalty for a wide range
of cyber contraventions. Section 72A provides
the Punishment for disclosure of information
in breach of lawful contract. Save as otherwisc
provided in this Act or any other law for the
time being in force, any person including an
intermediary who, while providing servicesunder
the terms of lawful contract, has secured access
to any matcrial containing personal information
about another person, with the intent 1o cause or
knowing that he is likely to cause wrongful loss
or wrongful gain discloses, without the consent
of the person concerned, orin breach of'a lawful
contract, such material to any other person, shall
be punished with imprisonment for a term which
may extend to three years, or with finc which
may extend to five lakh rupees, or with both.)

Data Protection Laws:

The draft Personal Data Protection bill
2018 and the associated rcport that outlines
and jusiifies a framework for privacy in India.
The recommendations of the justice Srikrishna
Committee stated that a new data protection law
would need to balance innovation and privacy
due to various tcchnological advancements
including use of Big Data Internet of things and
artificial, intelligence. The Bill creatcs a set of
data rights for the individual including the rights
to confinnation and access, correction, data
portability, and right to be forgotten,

In contrary the Bill 2019 m its latest form,
states that the Cenire can issue an order to
exemnpt Emy Government and law enforcement
agency, from application of the Act. This could
severely compromise the privacy of individuals.
Data location which was a demand in the last
Bill seems to have been ignored in the current
version.- Since it gives an opportunity to the

companics to store -and process personal data

owtside India. The previous bill already gave
some power to access personal data. This

version gives further leeway to the state to use
personal data in the name of national security.
domestic law enforcement, sovercignty  of
the country, This could tead to compronuse
in privacy of individuals. The personal Data
Protcction Bill 2019 gives unrestrained power 1o
the Government to infringe upon the privacy or
individuals,™

Conclusion:

Advancements in science and technology
have thus fartested a mixed blessing with relauon
to the protection of human rights, as an example.
cheaper and additional cconomical suggests that
of communication that have cvolved over ths
past twenty to thirty years have served to extend
the flow of knowledge across borders of all kinds:
geographical, political. industrial. and social.
Therefore, the proper to freedom of expression
and, above all, the proper o data, is increased.
However, it should be acknowledged that e
cquivalent advance in technology that afford
folks bigger access to data conjointly atlow
governments, political parties, and alternaiive
bureaucrats to realize even lighter managemen:t
of that data. Moreover, the relative case with ik
data will currently be communicated virtually
outright to wide audiences heightens the risks
expose by the dissemination of faulty or disiortzd
data, i.c. misinformation. Digital iechnology bzs
the potential to provide nice edges and improvs
social outcomes: it additionally poses risks i
pur basic human rights.” The impact of drgrz’
technology on the proper to privacy 1s of exphic.:
signilicance. Privacy is central 1o our enjoymiec:
of non-public dignity and autonomy. It peanits
the expression of individuality, facilitaies
trust, relationship and intimacy, cmpowers the
individual against the state and is important for
securing different human rights, like the propar
to freedom of expression and opinion.

(Endnotes)
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